
Requirements to use a Hitachi hard drive with 
Bulk Data Encryption:

BIOS that supports ATA security

Minimum ATA command set:

 • Set password
 • Unlock drive
 • Disable password
 • Freeze lock 

 NOTE: Without freeze lock, virus or malicious code could  
 set a password and cause complete loss of data.

Optional: Secure erase (no BIOS currently provides this)

There is an opportunity to set two different passwords: user 
and master. If you want a system administrator to have the 
capability of recovering data on a hard disk drive (HDD), then 
you must have this person set a master password which should 
be different than the user password.

Securing your data
Remember, your drive is not locked until a hard drive password 
is set.

To set the password if you are an end user:

1. Install the drive in a personal computer.

2. Boot system and enter BIOS setup. For help, refer to your   
 PC system manual.

3. Find the security portion of your BIOS (Figure 1) and enable  
 the HDD user password (Figure 2), NOT the BIOS password.  
 Enter the password when prompted. Be sure to remember   
 this password. 
 NOTE: If you lose it, you will lose all access to the programs  
 and data on the computer!

4.  Reboot the computer when prompted and enter the user   
 password to allow the computer to start.
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Figure 1: Enable HDD Security
(Security is currently disabled on this system.)

This guide is intended to OEM customers and system integrators help with 
the setup and use of Hitachi hard drives with the Bulk Data Encryption feature.
It is not intended as an end-user manual.
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Figure 2: Set User Password
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Securing your data, continued:
To set the password if you are a system administrator:

1. Install the drive in the personal computer.

2. Boot system and enter BIOS setup. For help, refer to your PC  
 system manual.

3. Find the security portion of your BIOS and enable the HDD 
 (Figure 3) master password in accordance with your corporate 
 IT policy. This password should be recorded and securely   
 stored to allow recovery of the drive hardware. 
 NOTE: Data recovery services cannot recover data from an  
 encrypted drive if the password is lost.

4. Shut down the PC.

5. Provide the PC to the end user and recommend that s/he 
 set the user password in the BIOS per your corporate
 IT policy (see above).

Security modes
There are multiple security modes. Not all modes are supported 
in every BIOS such as the one used in these fi gures. You should 
discuss the security mode options with your BIOS provider. The 
security modes with the encrypted drives are no different than 
those provided with standard HDDs. The difference is that the 
data is not recoverable without the HDD password.

High: User and master password have the same capabilities in 

terms of data access. The data on the HDD can be unlocked using 

either password.

Maximum: The user password is required to unlock the data on 

the HDD. Without the user password, a system administrator, with 

only the master password, cannot access the data. S/he can only 

re-purpose the drive by issuing a “secure erase” command.
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Figure 3: Set Master Password

Some computer companies offer a password escrow service where 
a user can save a copy of his password. This may be useful in the 
event of the user forgetting his or her password. You may want to 
consider offering this sort of service to your customers of encrypted 
drives as a value-added service.

Note that the access method to the drive is stored in an encrypted 
form in redundant locations on the drive.

Secure erase
For more information about secure erase (sanitization), please refer 
to the National Institute of Standards & Technology (NIST) publica-
tion 800-88 “Guidelines for Media Sanitization”. Hitachi hard drives 
with Bulk Data Encryption implement two recommended methods 
by the NIST for disk purge: normal secure erase, and enhanced 
secure erase.

What it does:

1. Normal mode writes zeros on every sector on the drive and can  
 take hours to complete. 
 NOTE: the computer must be left on for the entire duration of 
 the secure erase process. Sectors that had been reassigned   
 may not be erased.

2. Enhanced mode overwrites the old encryption key. This takes  
 seconds and effectively erases all data on the HDD, including
  the original sectors that had been reassigned. While the data is
  physically still present on the drive, it is secured by AES   
 encryption and is inaccessible by all known means since the
 encryption key is unknown.

How to use it:

User: 

You need to have a BIOS that supports secure erase. Since most 
BIOS’ issue a freeze lock to the security state of the drive, a stand-
alone application cannot be used to perform the secure erase on 
the boot drive.

System administrator:

One way is to install the drive into a PC with a BIOS that does not 
freeze lock the drive. Use PC software that performs the secure 
erase command, such as HDDErase from the Center for Magnetic 
Recording Research (CMRR) at the University of California at 
San Diego (UCSD).

or 

Obtain an external enclosure that passes ATA security commands 
(some USB external enclosures that support SAT (SCSI / ATA 
Translation) and all eSATA enclosures are suitable). Install the 
drive into the enclosure and plug it into a PC. Use PC software to 
perform the secure erase command (referenced above).



Disable security
For an end user to disable security (i.e., turn off the password 
access control): 

1. Enter the BIOS and unlock the drive (when required, BIOS   
 dependent).

2. Find the security portion of your BIOS and disable the HDD user  
 password, NOT the BIOS password. The master password is  
 still set.

For a system administrator to disable security (i.e., turn off the 
password access control):

1. In high security mode, follow the user mode instructions above.

2. In maximum security mode, disabling security is not available.  
 Only secure erase can return the drive to the security
 disabled state.

NOTE: All data on the hard drive will be accessible. A secure erase 
should be performed before disposing or redeploying the drive to 
avoid inadvertent disclosure of data.
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Information and Technical Support

www.hitachigst.com (Main Web site)

www.hitachigst.com/partners (Partner Web site)

North America
support_usa@hitachigst.com
Toll free: 1 888 426-5214, Direct: 1 507 322-2370
Asia Pacific
support_ap@hitachigst.com / 65 6840 9595

EMEA and UK
support_uk@hitachigst.com / 44 20 7133 0032

Germany
support_uk@hitachigst.com / 49 6929 993601

Program Support
Partners First™ Program channelpartners@hitachigst.com
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